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9.

Connecting a Windows PC to the Wireless Network

for the first time

Search for wireless networks on your pc.

Connect to the mu-guest network.

Open a web browser, i.e. Internet Explorer, Google Chrome or Mozilla Firefox. Depending on
the browser you use you may not be prompted with the log in page. If you are not, try to go to
a website such as www.espn.com.

A Guest Portal page will open where you will enter your e-MU credentials and click Sign On.

alaln
CISCO Guest Portal

Usemame; | student!
Password:  eesese

Sign On
ange Password

A device registration page will open. This will populate the MAC address of your pc in the
Device Id field.

Enter a meaningful description of the device in the description field such as Lisa’s Laptop.

Click the Register button.

You may be prompted to allow Java and to run this application, choose to run, allow and say yes
to any prompts you may receive. Depending on the browser you are using, these pop ups may
appear at the top or bottom of your browser window.
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CISCO Self-Provisioning Portal

studentl@mucampus.misericordia.edu

Device Registration This device has not been registered.
Click the "Register" button to run the Cisco Network Setup Assistant. This

application installs the required certificates and configures your device to use the
secure network.

Description |Lisa's Laptop

Follow the prompts to install the Cisco Network Setup Assistant. This may take a few minutes to
run. If it fails the first time just click Run again and it will begin the installation.

alar]n
CISCO Self-Provisioning Portal

studentl@mucampus.misericordia.edu

Device Reg istration You must download the Cisco Network Setup Assistant to register your device for
secure network access. This application installs the required certificates and
configures your device to use the network. After registering, your device will
connect to the network.

This portal requires you to disable CRL. To disable CRL: Control Panel, Java,
Advanced, Perform certificate revocation checks on: Change to -Do not check
(not recommended).

If the installation fails, click the "More Information"” link to view troubleshooting
tips before trying again.

e

Run Network Setup Assistant | |_More Information
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http://www.espn.com/

10. Click Start
s Network Setup Assent )

Network Setup Assistant

This application aut tically configures
Wi-Fi device settings for the ‘ise-cougars’
network.

Start Gluit
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11. You will be prompted to install the security certificate for this wireless network. You must install
this certificate on your laptop in order to access the Internet.
|'\

urity Warning | )

Fa You are about to install a certificate from a certification authority (CA)
LE claiming to represent:

isepn0l.ise.misericordia.edu

Windows cannot validate that the certificate is actually from
"isepn0l.ise.misericordia.edu”. You should confirm its origin by
contacting "isepn0l.ise.misericordia.edu”. The following number will
assist you in this process:

Thumbprint (shal): F63CEBOD 63AB6314 FR569394 9BECECSS 11F10319
Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk, If you click "Yes" you acknowledge this

risk,

Do you want to install this certificate?

Yes | Mo I

12. Click Yes
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13. When the Network Setup Assistant is successfully installed click Exit. You may be prompted for
user credentials to log into the network before the Network Setup Assistant finishes installation.
Just ignore these for now until you have completed the Network Setup installation.

Setup Assi

Network Setup Assistant

Your device is now configured for secure
4 access to the 'ise-cougars' network.

Exit

© 2013 Cisoo Systems, Inc. Cisco, Cisoo Systems and Cisco Systems logo are
registered trademarks of Cisco Systems, Inc and/or its affilistes in the U.S. and
certain other countries.

14. Close your web browser.
15. You will be prompted for additional log in information to connect to the Cougars network.
16. Click the notification bubble and enter your e-mu credentials in the pop up window.

ALi Additional information is needed to connect ise-cougars. * *
"= C(lick to provide additional information.

NOTE: The name of the network in the picture is incorrect, it will be the Cougars
network.

17. Open a web browser. Depending on the browser you use you may not be prompted to install
the Cisco NAC agent immediately. If you are not, try to go to a website such as www.espn.com.

18. If you already have a NAC agent installed, you will be prompted to update it. Follow these
prompts to update your current NAC agent and then proceed to step #23.

19. You will be directed to a webpage that will prompt you to install the NAC agent. You may be
prompted to allow Java and to run this application, choose to run, allow and say yes to any
prompts you may receive.

ci1sco Client Provisioning Portal

CiSCO Ident|ty SerViCeS Cisco Agent is not installed.
i i Access to this network is protected by Cisco ISE agent software. Please use the
ngine NEtWOorK >ecuri
a agent to access the network.
Notice Once the agent has been installed and verifies the compliance of your system,

'you can enter the destination URL to access desired network resources.

This portal requires you to disable CRL. To disable CRL: Control Panel, Java,
Advanced, Perform certificate revocation checks on: Change to - Do not check
(not recommended).

Click to nstallagent

Hel

20. Click the “Click to Install Agent” button.
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21. The Cisco NAC Agent Wizard will open.
22. Follow the prompts to install this NAC agent.

Cisco NAC Agent - InstallShi

Welcome to the InstallShield Wizard for Cisco
NAC Agent 4.9.4.3

The InstallShield(R) Wizard will install Cisco MAC Agent 4.9.4.3
on your computer. Ta continue, dick MNext.

WARNING: This program is protected by copyright law and
international treaties.

< Back [ MNext = ] [ Cancel ]

"

o

23. Once the NAC agent is successfully installed it will scan your pc to ensure that you meet the
necessary requirements to access the network.
24. These requirements are:
a. Windows Critical/Important updates are installed
b. An antivirus software is installed and has updated virus definition files installed

i
ii.
iii.
iv.

Microsoft Security Essentials
AVAST!

Trend Micro

Norton

25. If your pc is compliant with the necessary network requirements you will be granted full

network access.

sco NAC Ag

lllllllli' 3
usccrlso NAC Agent

Your device conforms with all the security policies for this protected network

NAC Process Completed
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26. If your pc does not comply with any of these requirements your device will be placed into a
wireless network that has limited Internet access.

27

28
29

30

31

32

33

34

35
36

8 Temporary Network Access 00:00:54 left

There is atleast one mandatory requirement failing. You are required to update your system
before you can access the network.

System Check Complete

Cancel About

isco NAC Agent

| Repair | | Show Details

. Click the Show Details button to determine which rule you have failed, either Windows Updates
or Antivirus installation and/or definitions.

. Click Hide Details to return to the Repair button.

. Click the Repair button. This will take you to the Cisco NAC informational page on the
Misericordia website, where you can download an antivirus program if you do not have one
installed. This page also has various sets of instructions for connecting to the network
successfully.

. Once the remediation timer runs out you will be able to access the websites to download and
update your Windows updates and /or antivirus program.

. The only sites you will be able to access are:

a.
b.
c.
d.
e.

Windows Updates Page

Microsoft Security Essentials Antivirus Download Page
AVAST! Antivirus Download Page

Trend Micro Antivirus Updates

Norton Antivirus Updates

. At this time you need to make sure you have the latest Windows updates installed and one of
the supported Antivirus programs installed and up to date.

. The NAC agent will run again in 30 minutes. If you have remediated your system in this time
then when it runs again you will be granted network access. If you are not finished remediating
your system you will get another 30 minutes to complete the remediation.

. If you finish your updates earlier than 30 minutes you can force the NAC agent to run again by
restarting your PC.

. After the reboot, the NAC agent will scan your computer again.
. Once your pc is compliant you will receive full network access.
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